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1 Install Eaton’s easyE4 root certificate on 10S-iPad

The Eaton easyE4 root certificate can be installed independently and subsequently of easySoft 8. Apart
from this, installation is possible on different end devices.
To install the Eaton's easyE4 root certificate on an 10S-iPad, proceed as described below:

Install easyE4 root certificate

To install the Eaton easyE4 root certificate on 10S-IPad, proceed as instructed:
1. Open the easyE4 product web page

2. From the product page switch to easyE4 root certificate.

3. Download the easyE4 root certificate with a click on Download easyE4 root certificate]

< EASYE4 PROGRAMMABLE RELAYS)

easyE4 root certificate ;

Encrypted communication thanks to easyE4's own root
certificate

To ensure secure communication between the easyE4 base unit and other devices
such as computers, tablets and cell phones, the Eaton easyE4 root certificate can be
installed during installation of the easySoft 8 software or higher. However, it can also
be downloaded from the download center at any time and installed subsequently.

Download easyE4 root certificate

4. Toinstall the easyE4 root certificate, double click on the file.
5. Confirm the following request by clicking ",

This website is trying to download a configuration
profile. Do you want to allow this?

Ignore Allow
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User login
Username:

Password: (O

Guest login  Login

License Information Copyright © 2018 by Eaton Industries GmbH, All Rights Reserved,

6. Close the window “profile loaded”.

Profil geladen

Uberpriife das Profil in den
Einstellungen, wenn du es installieren
mochtest.

I SchlieBen I

7. Now switch to settings on your device.
8. In settings click on:|general -> VPN und Device Management| ->
leasy Root CA V1.0]

L) Gl @ HED yge2 e, Dec L
General < General VPN & Device Management
Settings Settings
About ;
Q searct Y VPN
Software Update
Test Lab Test Lab S A Schoal Acce
it A oo e Sign In to Work or Schoal Account.
& Purchases & Purchases
AirDrop
Profile Downloaded AirPlay & Handoff Prafile Downloaded easy Root CA V1.0
Picture in Picture
Airplane Mode Airplane Mode
| v i iPad Storage B w &
Blustooth Background App Refresh Blustooth
VEN wPN
Date & Time
[ wotiications Keyboard B notfications
Sounds Gestures m Sounds
0O roous Fonts 0O rocus
Sereen Time Language & Region B screentime
Dictianary
Control Cantre | VPN & Device Management | Control Centre
Display & Brightness [ oisplay & erightness

Legal & Regulatory .
g Home Sereen & Multitas... B Horne Screen & Multitas. ..

Accessibilty Accessibility
Transfer or Reset iPad

2 Application Note Install Eaton's easyE4 root certificate on |0S-iPad 01/2023 AP049014EN Eaton.com



9. You can see that the easyE4 root certificate is still considered "Not verified”.
Click install. If you use a password for the end device, enter it now.

Cancel Install Profile Install

@ easy Root CA V1.0

Slgned by easy Root CA V1.0
Not Verified
Contains Certificate

More Details
Remove Downloaded Profile

10. Confirm the following message that the easyE4 root certificate is trusted and stored on the end

device by clicking .

Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate "easy Root CA V1.0" will add it to the
list of trusted certificates on your iPad. This certificate will not

be trusted for websites until you enable it in Certificate Trust
Settings.

UNVERIFIED PROFILE

The authenticity of “easy Root CA V1.0" cannot be verified. Install Profile

Cancel Install I

11. The certificate is now successfully installed and is considered verified. Confirm by pressing

Ready|

Profile Installed Done

@ easy Root CA V1.0

Signed by easy Root CA V1.0
Verified V'

Contains Certificate

More Details
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12. By clicking ,more details you can see the validity of your certificate.

Profile Installed

@ easy Root CA V1.0

Signed by easy Root CA V1.0
Verified vV

Done

Contains Certificate

More Details

< Profil easy Root CA V1.0

ZERTIFIKAT

@ easy Root CA V1.0

Ausgestellt von: easy Root CA V1.0
Gliltig bis: 9. Mai 2072

4 Application Note Install Eaton’s easyE4 root certificate on 10S-iPad 01/2023 AP049014EN Eaton.com



Activate easyE4 root certificate

To do that, proceed as follows:
| settings\ -> |genera|| -> \aboud -> \certificate trust settings|

16:52 Fri 9. Dec @ 36%m ) @ 36 %E_)
General < General About
Settings
Q search About I Name iPad von Test
Software Update iPadQS Version 16
TestLab
Apple D, iCloud, Media Model Name iPad (6th generation)
& Purchases
AirDrop Model Number MR7F2FD/A
Airplane Mode AirPlay & Handoff Serial Number FOFWWKRCIF8)
a Wi-Fi & Picture in Picture
B Bluetooth on Coverage Expired
iPad Storage
VPN Not Connected
Background App Refresh Songs 0
a Notifications Videos 0
Date & Time
Sounds Photos 27
Focus Keyboard Applications 13
Gestures :
Screen Time Capacity 32Ge
Fonts Available 15,98 GB
@ Control Centre Dictionary Wi-Fi Address 24:1B:7A15:B6:A0
W\ Display &Brightness Bluetocth 241B77AM2:C9:AB
VPN & Device Management SEID
B Home Screen & Multitas...
Accessibility
Legal & Regulatory Certificate Trust Settings
Wallpaper
n Siri & Search Transfer or Reset iPad
-—

1. Activate by switching on |easyR00t CA V1.0.\

16:52 Fri 9. Dec @ 35%W )
< About Certificate Trust Settings
.
Settings
Trust Store Version 2022070700
Q Search
Trust Asset Version 18
Test Lab
Apple ID, iCloud, Media
& Purchases ENABLE FULL TRUST FOR ROOT CERTIFICATES
easy Root CA V1.0 D
Airplane Mode Learn more about trusted certificates
WiFi o
Bluetooth On
U] VPN Not Connected

B Notifications
m Sounds

Focus
Screen Time

Al Pt
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2. Confirm by clicking .

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

Cancel Continue
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2 Where on my device can | find the installed easyE4
root certificate?

1.

lcertificate trust settings|

16:52 Frig9. Dec

Settings

Q Search

Test Lab

Apple 1D, iCloud, Media

& Purchases

Airplane Mode

Wi-Fi pr
Bluetooth On
VPN Not Connected

3 notifications
m Sounds

Focus
Screen Time

g Control Centre

Display & Brightness

B Home Screen & Multitas...

Accessibility
Wallpaper

n Siri & Search
-

General

I About

Software Update

AirDrop
AirPlay & Handoff

Picture in Picture

iPad Storage

Background App Refresh

Date & Time
Keyboard

Gestures

Fonts

Language & Region

Dictionary

VPN & Device Management

Legal & Regulatory

Transfer or Reset iPad
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To find the installed certificate proceed as described: |settings|->\genera|\ -> |abouﬂ ->

< General About

Name

iPadOS Version
Model Name
Model Number

Serial Number

Coverage Expired

Songs
Videos
Photos
Applications
Capacity

Available

Wi-Fi Address
Bluetooth

SEID

>3%E )

iPad von Test

16
iPad (6th generation)
MR7F2FDJA

FOFWWKRCJIF8J

32GB

15,98 GB

24:1B77AM5:B6IAR

241B:7AN2:C9:AB

Certificate Trust Settings
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2. To check the certificate, open the browser and establish a secure connection to
the easyE4 base device by entering the HTTPS protocol and the IP address of the
device, e.g. https://192.168.119.75. You can see from the lock that the certificate
has been successfully installed.

16:39 Freitag 9. Dez. sen T 40%@
o) AA # 192.168.119.75 A O +
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User login
Username:

Password: <@

Guest login  Login

License Information Copyright © 2018 by Eaton Industries GmbH, All Rights Reserved.

If no connection is established, check the device time of the
% easyE4. Due to the incorrect device time, a TLS certificate (level
4) may be generated whose validity has already expired or is in
the future.
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https://192.168.119.75/
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Eaton is an intelligent power management company dedicated to
improving the quality of life and protecting

the environment for people everywhere. We are guided by our
commitment to do business right, to operate

sustainably and to help our customers manage power — today and well
into the future.

By capitalizing on the global growth trends of electrification and
digitalization, we're accelerating the planet’s transition to renewable
energy, helping to solve the world’s most urgent power management
challenges, and doing what’s best for our stakeholders and all of society.

Founded in 1911, Eaton has been listed on the NYSE for nearly a century.

We reported revenues of $19.6 billion in 2021 and serve customers in
more than 170 countries.

For more information, visit Eaton.com. Follow us on Twitter and
LinkedIn.
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