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Install Eaton’s easyE4 root certificate on
Windows 11
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1 Install Eaton’s easyE4 root certificate on Windows 11

The Eaton easyE4 root certificate can be installed independently and subsequently of easySoft 8. Apart

from this, installation is possible on different end devices.
To install the Eaton's easyE4 root certificate on Windows 11, proceed as described below

1. Openthe easyE4 product web page
2. From the product page switch to easyE4 root certificate.
3. Download the easyE4 root certificate with a click on Download easyE4 root certificate]

Products Digital Services Markets Support Company (&1 MyEaton

< EASYE4 PROG$AMMABI.E RELAYS

easyE4 root certificate

Encrypted Communication thanks to To ensure secure communication between the

| B easyE4 base unit and other devices such as
easyE4's own root certificate
computers, tablets and cell phones, the Eaton

easyE4 root certificate can be installed during
installation of the easySoft 8 software or higher.
However, it can also be downloaded from the

. download center at any time and installed
Download easyE4 root certificate subsequently.

4. Confirm by clicking on .
Downloads

easyRootCertV1 (1).crt could harm your device. Do
you want to keep it anyway?

Keep Delete

The easyE4 root certificate is then located in the "Downloads” directory.

5. Open the root certificate by double clicking.

Downloads

" easyRootCertV1 (1).cri

6. For security reasons you will be asked again if you want to open the file.
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Confirm with click on fopen|.

Open File - Security Warning

Do you want to open this file?

Mame: C:\Users\E0B366500\DownloadsheasyRootCertV1 (1).crt
- ﬁ Publisher: Unknown Publisher
Type: Security Certificate
From: Ch\Users\E0B36650MDownloads\easyRootCertV1 (1).crt

' e

While files from the Internet can be useful, this file type can potentially
harm your computer. If you do not trust the source, do not open this
software. What's the risk?

@ Always ask before opening this file

T

7. Once the certificate has opened, click the button |Install certificate].

General Detsils Certification Path

L= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: easy Root CA V1.0
Issued by: easy Root CA V1O

valid from 5/11/2022 to 5/3/2072

Install Certificate... § Issuer Statement
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8. Select

next|

as the location and confirm by clicking

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

Store Location

(_) Local Machine

To continue, dick Next.

Cancel

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate

O Place all certificates in the following store

Certificate store:

MNext Cancel
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10. Selectthe certificate storage [trusted root certification| and click @(I

Select Certificate Store

Select the certificate store you want to use.

Personal

Trusted Root Certification Authorities . |
| Enterprise Trust
7] Intermediate Certification Authorities

7] Active Directory User Object
i =1 Trieted Pohlishers

[ ] Show physical stores

to accept the information about the certificate storage.

11. Click

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
O pPlace all certificates in the following store

Certificate store:
Trusted Root Certification Authorities
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finish

12. Confirm all settings by clicking on

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

‘You have spedfied the following settings:

fcertificate Store Selected by User] [iici=e e go = gile=1oe sh- e =
Content Certificate

A

13. Accept the following message with @(l

Certificate lmport Wizard

o The import was successful,
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14. Confirm the following message by pressing finstall certificate...

General petails  Certification Path

= -] Certificate Information

This certificate is intended for the following purpose(s):

# All issuance policies
» Al application policies

Issued to: easy Root CA V1O
Issued by: easy Root CA V1.0

Valid from 5/11/2022 to 5/5/2072

Install Certificate... | Issuer Statement
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2 Where do | find my installed easyE4 root certificate on
my device?
To check the easyE4 root certificate, proceed as follows:

1. Openthe command line editor by typing in Windows search.
2. Thenuse the command to retrieve the certificates of your device.

2] Powershell X +

Powershell 7.3.1
PS C:\Users\E@636650> certmgr]

3. You will find the certificate easyRoot CA V1.0 under ftrusted root certification| -> [certifictes.
Here you can find the validity of your certificate.

= certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates]

File Action View Help
e nE {2 XE2H@

d‘,JJ Certificates - Current User Issued To - Issued By
> Personal

~ || Trusted Root Certification Auj
Cartificate_s

Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem...

_| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certificatior|
| Trusted People

| Client Authentication Issuers
_| Other People

| Local NonRemovable Certific|
| Certificate Enrollment Requey
| Smart Card Trusted Roots

1 &1 41 &1 6111 1] 1 61 1] 1] 1] 21 21

asy Root CAV1.0 easy Root CAV1.0 5/9/2072

g/Eaton Root CA Eaton Root CA 6/21/2016 <All> <Mone> R
;lEaton Root CA 2 Eaton Root CA 2 6/5/2040 <All> <Mone> R
EglECA Root CA 2 ECARoot CA 2 3/30/2028 <All> <MNone> R
RIECA Root CA 4 ECARoot CA4 12/30/2029 <All> <MNone> R
gl Entrust Root Certification Auth...  Entrust Root Certification Autherity  11/27/2026 Client Authenticati...  Entrust R
L5l Entrust Root Certification Auth...  Entrust Root Certification Authori..  12/7/2030 Client Authenticati...  Entrust.net R

Nt Tor it P e memind Dt P A 1 Fed e Tor it Fmminn memiad Dt 0 1 171209004 P T B deaToiict Fmnmes D

Trusted Root Certification Authorities store contains 81 certificates,

4. To check the certificate, open the browser and establish a secure connection to
the easyE4 base device by entering the HTTPS protocol and the IP address of
the device, e.g. https://192.168.119.75. You can see from the lock that the
certificate has been successfully installed.
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https://192.168.119.75/

If no connection is established, ensure the following:
% e End device and easyE4 are in the same network

o the easyE4 web server is active

e the device time of the easyE4 is current

192.168.119.60

Connection is secure

Permissions for this site

Pop-ups and redirects

Cookies (1 cookies in use)

Tracking prevention for this site (Balanced)

Trackers (0 blocked)
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Fowering Business Warldwirle

Eaton is an intelligent power management company dedicated to
improving the quality of life and protecting

the environment for people everywhere. We are guided by our
commitment to do business right, to operate

sustainably and to help our customers manage power — today and well
into the future.

By capitalizing on the global growth trends of electrification and
digitalization, we're accelerating the planet’s transition to renewable
energy, helping to solve the world’s most urgent power management
challenges, and doing what’s best for our stakeholders and all of society.

Founded in 1911, Eaton has been listed on the NYSE for nearly a century.

We reported revenues of $19.6 billion in 2021 and serve customers in
more than 170 countries.

For more information, visit Eaton.com. Follow us on Twitter and
LinkedIn.

Eaton Industries GmbH
Hein-Moeller-Str. 7- 11
D-53115 Bonn

© 2023 Eaton Corporation

All rights reserved.
01/2023 AP049016EN (PMCCQ)


http://www.eaton.com/
https://twitter.com/eatoncorp
https://www.linkedin.com/company/eaton/

	Services
	Original document
	1 Install Eaton’s easyE4 root certificate on Windows 11
	2 Where do I find my installed easyE4 root certificate on my device?

